
PHARMA & LIFE SCIENCES
SHARED R&D LAB WORKSTATIONS

Cybersecurity operations (OT SecOps)
platform for R&D labs

Shared devices.
Accountable science.
Identity, accountability and traceability
for shared-account lab sessions.

Azure AD personal sign-in
or RFID badge swipe or personal PIN

Lisa Mark Emma

One shared session
Lab generic Windows
login account Instrument

Applications keep running

Device use
Who used the device
at a given time?

Raw data ownership
Which raw data belongs
to which user?

Session context
What activity and data
are linked to the session?

6 PRODUCTS. ONE PLATFORM.

Access
Authenticate the person
PIN, badge or Azure AD

IN EVALUATION

Log
Record session activity
Basic logs + premium e-logbook*

BASIC IN EVALUATION

Trace
Map session metadata
Application usage + data folders

IN DEVELOPMENT

Vault
Secure local session data
Control who can open each file

IN DEVELOPMENT

Track
Learn session signatures
For each user and device

IN DEVELOPMENT

Aura
Detect anomalies
Flag deviations for investigation

IN DEVELOPMENT

*Log (premium), including the e-logbook, is in development.

THE CYRA FOCUS

Continuous work. Connected session context.
A vendor-agnostic workstation identity layer, expanding into application/data context,
local file control and user/device intelligence. These extensions are in development.

Calira LabTrack: booking and usage. Imprivata: enterprise access and transparent locking.3

17.5%
of surveyed organisations
believed already NIS2-compliant.1

WHY NOW: EU NIS2

NIS2 covers all operations of in-scope entities,
including non-GxP labs. Cybersecurity controls
must address risks across the systems they use,
with measures proportionate to risk.2

CYRA supports relevant controls and evidence. Compliance depends on scope and implementation.

See CYRA in your lab workflow.
Demo or evaluation: ABRA Solutions AB | info@cyrasystems.com
CYRA is a project code name. The trademark name will be announced soon.

1 IDC, Microsoft-sponsored InfoBrief, Jan 2026, pp. 4-5. 2,000 organisations; cross-sector self-assessment.
2 NIS2 Art. 21; Commission guidance, II.1, para. 7. 3 Calira LabTrack; Imprivata EAM documentation. Reviewed 4 Oct 2026. ABRA Solutions AB.

mailto:info@cyrasystems.com
https://info.microsoft.com/rs/157-GQE-382/images/EN-CNTNT-Whitepaper-NIS2andBeyond-SRGCM15862.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52023XC0918(01)
https://calira.co/product/labtrack
https://docs.imprivata.com/supported/content/topics/osoverview.html

